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SINGLE SIGN ON (SSO) OVERVIEW

Owner Amplifi.io Product Team
|

Summary

AMPLIFLIO is a cloud-based digital asset management software designed to help product brands
rapidly organize, convert, manage and share marketing content and digital assets.

Document Purpose
This document summarizes the concepts and set-up of the Amplifi.io SSO via SAML 2.0.
e Benefits include:
o Single Sign On capabilities and security

o Amplifiio DAM system opens immediately for users and remembers user’s collections
o Admins can see user history
o Streamlined bulk user onboarding
o Ensure fast user access and broad system usability
Single Sign-On

Enterprise single sign-on allows employees in a company to access all the company applications with
one set of credentials. Depending on the company, the credentials can include email, phone number or
username along with the password. The company routes all logins through an IDP (Identity Provider)
with which the company has a purchased license. The IDP usually hosts a login page for the employees
to enter their company credentials before entering any application. Single Sign On provides better
security with the central authentication point, limiting the possibility of phishing.

About enterprise single sign-on

When you enable enterprise single sign-on, you're bypassing Amplifi.io and authenticating your users
externally. When users navigate to your Amplifi.io sign-in page or click a link to your Amplifi.io, they can
authenticate by signing into a corporate server or a third-party identity provider.

If you're using enterprise single sign-on, your users' sign-in flow will follow the sequence below:

1) Users navigate to your Ampilifi.io subdomain.

2) If not already authenticated, users are redirected to your corporate server or third party identity
provider login page, depending on the enterprise SSO option you selected.

3) Users enter their sign-in credentials.

4) If valid, users are redirected back to the Ampilifi.io home page.

Note: Users can also start the sign-on process from your corporate server or the third-party identity
provider sign-in page. They will then be authenticated automatically when accessing Amplifi.io.
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All users can sign in to your Ampilifi.io using enterprise single sign-on.

The advantage to using enterprise single sign-on is that you have complete control over your users,
behind your firewall. You authenticate your users once, against your own user authentication system,
and then grant them access to many other resources both inside and outside of your firewall. This does
not mean that your Amplifi.io user management is performed outside of your Amplifi.io subdomain, the
user accounts must exist within Ampilifi.io to allow access. So if you add a user account for a new
employee, you will need to create the user using their email address on Amplifi.io.

By default, the only data that Amplifi.io stores for each user is their name and email address.

Enterprise single sign-on options
There are two types of enterprise single sign-on options available in Amplifi.io:

Secure Assertion Markup Language (SAML) is not enabled by default and requires proper licensing to
be enabled. SAML is supported by many identity provider services, such as Okta, Active Directory, and
LDAP.

Using SAML

Amplifi.io Support supports Secure Assertion Markup Language (SAML), which allows you to provide
single sign-on (SSO) for your Ampilifi.io Support account using enterprise identity providers such as
Active Directory and LDAP. Single sign-on using SAML is available on Amplifi.io Professional and
Enterprise edition.

Implementing single sign-on via SAML means that the sign in process and user authentication are
handled entirely outside of Amplifi.io Support. Your users will not directly visit your Amplifi.io login page
to sign in. Instead users sign in to the corporate system (authenticated by Active Directory or LDAP for
example) and click a link to access Amplifi.io and are automatically signed in. No need to enter separate
sign-in credentials for Ampilifi.io.

The user data required to be stored in Amplifi.io is the user’'s name and email address. However, there
are other fields available to enrich the user’s information such as their geographical location. You do
this by adding these attributes to your SAML assertion code. See User attributes that can be set in
SAML. Amplifi.io does not store user passwords.

How SAML for Ampilifi.io works

SAML for Amplifi.io works the way SAML does with all other service providers. The typical use case is
that your users belong to a corporation and all user authentication is managed by your corporate
authentication system (for example, Active Directory or LDAP), which is referred to generically as an
identity provider (IdP). The service provider (SP), in this case Amplifi.io, establishes a trust relationship
with IdP and allows that external IdP to authenticate users and then seamlessly sign them in to
Amplifi.io. In other words, a user signs in at work and then has automatic access to the many other
corporate applications such as email, your CRM, and so on without having to sign-in separately to those
services. Aside from the convenience this provides to users, all user authentication is handled internally
by a system that you have complete control over.
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After you've enabled SAML as the type of single sign-on for Amplifi.io, users who visit your Amplifi.io
account and attempt to sign in are redirected to your SAML server for authentication. Your users'
identities can be stored either on the SAML server or can be validated by an identity directory such as
Microsoft Active Directory or LDAP. Once authenticated, users are redirected back to your Amplifi.io
account and automatically signed in.

Another supported workflow is having the user sign in to your own website directly rather than to your
Amplifi.io instance. The website sends a request to the identity provider to validate the user. The
website then sends the provider's response to the SAML server, which forwards it to your Amplifi.io
instance, which grants a session to the user.

Returning visitors are automatically authenticated if their SAML assertions are cached. Assertions are
packets of security information that are used to make access-control decisions.

Configuring Amplifi.io for new users

An Amplifi.io user profile is created for any new user who accesses your Amplifi.io account through
SAML. Because they're authenticated with a non-Amplifi.io password, the profile is created without a
password because they don't need to sign in to Ampilifi.io.

Configuring your SAML implementation
You have a number of options when considering a SAML service, including building a SAML server
in-house (for example, OpenAM) or choosing a SAML service such as Okta, OnelLogin, and Pingldentity.

To set up SAML in your Amplifi.io, you'll need the following:
A SAML server with provisioned users or connected to an identity repository such as Microsoft Active
Directory or LDAP

The Remote Login URL for your SAML server (sometimes called SAML Single Sign-on URL)

The SHA1 or SHA2 fingerprint of the SAML certificate from your SAML server. X.509 certificates are
supported and should be in PEM or DER format. There is no upper limit on the size of the SHA
fingerprint.

After you have your SAML server properly configured, you can use the remote login URL and the SHA
fingerprint to configure SAML in Amplifi.io.

Required Profile Data
Required field attributes are (case-sensitive) for your SAML user token:

email

firstname
lasthame
phone (optional)

language_code (optional) - ISO 639-1 code. Refer here:
https://en.wikipedia.org/wiki/List_of ISO_639-1 codes -
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Assertion Consumer Service URL:

https://saml.amplifi.io/saml/module.php/saml/sp/saml2-acs.php/[companyname]

Where "companyname" is the name/alias of the Organization

The customer’s Amplifi.io DAM instance url is https://companyname.amplifi.io

Entity ID:

companyname (where "companyname" is the name/alias of the organization)

Redirects to SAML Single Sign-on URL are HTTPS POST

Hashing algorithm (ADFS): Amplifi.io can use either SHA-1 or SHA-2 (SHA-256) algorithm when using
Active Directory Federation Services (ADFS)

Integration with Active Directory Federation Services (ADFS)
Currently, we only support Forms Based Authentication for ADFS. Integrated Windows Authentication is
not supported.

SAMPLE: MICROSOFT AZURE AD SETUP

Ampifi.io and Microsoft Azure AD SSO Set-up

Please note that the information on these screens are generic names and your organization will need to
obtain Amplifi.io specific items from the support or onboarding team managing your account.

Specifically:
e Entity ID
e Reply URL (your full amplifi.io subdomain with no trailing slash)
e SAML Token Attributes (outlined above in the Required Profile Data section

Once the setup is complete the Amplifi team needs to obtain the Metadata XML generated in order to
fully activate the SSO service for your company.

1) Log in to your Azure AD admin center


https://saml.amplifi.io/saml/module.php/saml/sp/saml2-acs.php

Dashboard ~ + Newdsshboard # Edit /" Fullscreen (P Clone @ Delete

‘Welcome to the Azure AD admin center Quick tasks
Yasl
Dashboard Add a user
Azure Active Directory [ ! U . Vou already have Azure Active Directory. Add a guest user
Sl M Use it to make Offce 365 even beter, Add a group
Find a user
Find a group
Azure AD for Office 365 | Try Azure AD Premium See how Azure AD can help your organization o o et
Enterprise applications
Users and groups Recommended Azure portal
. L*Y
°®°9°e°° ’ Sync with Windows Server AD
Sync users and groups from your on-premises
ﬂ ' e e yeur e A0
Self-service password reset
Users Sign-ins -
SIGN-INS FOR ‘AL USERS BETWEEN 5/20/2018 AND 6/15/2018. Enable your users to reset their forgotten
passwords

Start a free trial to use this feature.

Company branding

Customize the text and graphics your users
4 see when they sign in to your Azure AD

Azure AD Connect Audit Logs

Sync not enabled /> View activity ﬁ\
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2) Go to Enterprise Applications

All services

o New spplication

Dashboard Application Type Applications status Application visibility

Erterae oo ] |y R ol e | o |

Azure Active Directory All applications

Office 365 Exchange  http:/office.microsoft.com/outlook/  155f3dbb-4ea8-483b-bbd

00000002-0000-0ff... Microsoft Corporati.
Office 365 Managem 2849cebb-fb84-4860-8d18-... <5393580-f805-440... Microsoft Corporati...

Office 365 SharePoin  http://office.microsoft.com/sharep... ~3a249d45-c257-4cle-afdf-7... 00000003-0000-0ff... Microsoft Corporati.

Users i Application proxy
HOMEPAGE URL oBJECTID APPLICATION ID PUBLISHER
Enterprise applications oF User settings
SECURITY :
CollabDBService 02e416¢6-f0ba-4d8f-999b-...  166{1b03-5b19-416f... Microsoft Corporati...
O Conditional access H Glip Contacts 03b8b2ea-4d34-4de0-b0Sb... dal09bdd-abda-4c0... RingCentral
AcTviry HockeyApp httpsy//rink hockeyapp.net/users/a... d6525¢97-4c9a-469d-95d6.. 04d1eab9-26d8-4f2... HockeyApp
D Sign- n Joplin 2630ae01-db13-4e23-8b6d-... e09fcOde-c958-424f.. Microsoft Accounts
B Auditiogs Microsoft Intune P »microsoft.c ... 43947372-edf8-4691-b94d- ... Microsoft Corporati.
n Microsoft Intune Enr d4814013-0415-4068-386-3... ddebee55-015a-49b... Microsoft Corporati.
TROUBLESHOOTING « SUPPORT
Microsoft Teams 8a5784e5-0493-44f1-8e9: cel5fd57-2c6c-4117... Mierosoft Corporati.
K Troubleshoot
. Microsoft Visual Stuc https://www.visualstudio.com/ 466¢8727-68ed-4992-9559-... 499bBdac-1321-4275... Microsoft Corporati.
& New support request
n Nudge 659ab60a-1dSb-dcac-adde-... bcfeTcaf-cfbb-dbel... Microsoft Accounts

Office 365 Yammer  https://products.office.com/yammer/ _ff06ccec-c2b3-4el4-b4da-0... 00000005-0000-0ff... Microsoft Corporati...  ~

3) Click on + New application

All services.
e D

0o «| = New application
Overview

Dashboard Application Typ Applications status Application visibility

Azure Active Directory All applications

Users ) Application proxy
HOMEPAGE URL OBJECTID APPLICATION ID PUBLISHER

Enterprise applications R Usersettings

SECURITY n CollabDBService 02241626-f0ba-4d8f-999b-... 166f1b03-5b19-416f... Microsoft Corporati...
O Conditional access E Glip Contacts b8b2ea-4d34-4de0-b0gb... dal09bdd-abda-4c0... RingCentral
AcTvITY Rl HockeyApp hitps://rink.hockeyapp.net/users/a... d6525c97-4c0a-469d-95d6... 04dleab-26d8-4f2... HockeyApp
D sign-i Joplin 2680a01-db13-4e23-8b6d-... €09fc0de-cO58-424f... Microsoft Accounts
H Auditlogs Microsoft Intune  http://www.microsoft.com/en-us/se... 4a94737a-edf8-4691-b94d-... 0000000a-0000-000... Microsoft Corporati...

Microsoft Intune Enr d4814013-0415-4008-a867-3... ddebce55-015a-49b... Microsoft Corporai...
TROUBLESHQOTING + SUPPORT

Microsoft Teams 8a578425-0493-44f1-8e99-...  cel5fd5T-2¢6¢-4117... Microsoft Corporati...
¥ Troubleshoot

Microsoft Visual Stuc http: " 466c8727-68ed-4092-9559-... 499bBdac-1321-427F... Mierosoft Corporati...
& New support request

Nudge 659ab60a-1d5h-dcac-adde-... befeTcaf-efb6-dbel... Microsoft Accounts

Office 365 Exchange  http://office.microsoft.com/outlook/  155{3dbb-4ea8-483b-bbd7-... 00000002-0000-0ff... Microsoft Corporati...
Office 365 Managem 2849ceb6-fb84-4860-8d18-... ¢5393580-f805-440... Microsoft Corporati...

Office 365 SharePoir_hitp://office.microsoft.com/sharep... 3a249d45-c257-4cle-af9f-7... 00000003-0000-0ff... Microsoft Corporati..

IDEDEECOEER

Office 365 Yammer  hitps://products.office.com/vammer/ _ff06ccec-c2b3-deld-b4da-0... 00000005-0000-0ff... Microsoft Corporati... T
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4) Click on ‘Non-gallery’ application

et Categories Add an application

Al (2969)

Add your own app

Business management (307)

W Application

Dashboard H-4 On-premises Non-gallery

Collaboration (405) N ﬁou r‘e Wy application applicatio
: o eveloping

RS A Configure Azure AD Integrate any other
Censtruction (8) ster an app you're Application Proxy to application that you don't

Users o integrate it enable secure remote find in the gallery
Consumer (38) with Azure AD scces

Enterprise applications

L G Content management (131)
CRM (145) Add from the gallery
Data services (139)
Developer services (97)
E-commerce (73) Featured applications
Education {124)
box§ C. § C
Finance (246)
Health (59) Box Concur Comerstone On...
Human resources (256)
T infrastructure (162) DS ::
Mail (32) 4
it (1

management (1 Docusign Dropbox for Busi.. G Suite
Marketing (208) 2 &
“

®
w
X

Al services Add an application »# X Addyour own application =]

* 5 Add your own app

B Dashboard H-y Application On-premises Non-gallery * Name @

Hiy you're Wi application application
_ developing

@ rzure Adtive Directory Configure Azure AD Integrate any other

Register an app you're Application Proxy to application that you don't
Users warking on te integrate it enable secure remote find in the gallery fding custom applications requires Azure AD

with Azure AD access Premium. If you'd like to try it out, click the link at

| ErreeTETS top to get started with trial.

Supports: @

Add from the gallery
SAML-based single sign-on
Leamn more

rvices (97)
Automatic User Provisioning with SCIM

) Featured applications Learn more

24) Password-based single sign-on
Learn more
C.
Box.

Concur Cornerstone On...
ocusign Dropbox for Busi.. G Suite
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6) Select SAML and Entity ID as Provided by Ampilifi.io

All services.

AMP-Portal - Single sign-on

e

« Hossve X Discard

@ Overview

Dashboard e Getting started Single Sign-on Mods

SAML-based Sign-on >~
Azure Adiive Directory MANAGE

Federated single sigillRenables rich and secure authenticatio

Users !t Properties Follow the steps below

to applications using the SAML prot:
onnect this application to Azure AD using SAML.

Enterprise applications

nd groups

D single sign-on 1. How to configure AMP-Portal with Azure AD
We highly recommend reviewing the following document to reduce cenfiguration errrs. How to cenfigure

@ Provisioning single sign-on between Azure Al

¥ Application proxy Entity ID and URL will be specific to your account with Amplifi

G Self-senvice 2. AMP-Portal Domain and URTE
Values for the fields below are provided by
a pre-configured SAML metadata file if p

-Portal. You may either enter those values manualfier upload

led by AMP-Portal. Upload metadata file.
SECURITY

* | dentifier Entit Entio_ID
B Conditionalaccess Identifier (Entity ID) @ [ Entity | ’

* Reply URL @ [ ttps:/#samlamplifiio/sami/module php/sami/sp/saml2-acs.php/E

b Permissions

Show advanced URL sett)

AcTivITY
Test SAML Settings
D sign- <
Please Save the valuss to test the settings.
W Auditlogs
3. User Attributes Learn more
TROUBLESHOCTING + SUPPORT M Edit the user information sent in the SAML token when user sign in to AMP

All services AMP-Portal - Single sign-on
= Appi

Ent

« Bse X0

O Overview

Dashboard 7 Getting started Test SAMI

Please Save the valu t the setfings.

Azure Active Directory
WAnASE 3. User Attributes Learn more

Users Y Properties

Edit the user information sent in th token when user sign in to AMP-Portal

s o
Enterprise applications il Owners

User Identifier @ | user.userprincipalname v

£ Us

nd groups
| View and edit all other user attributes
D Single sign-on
SAML Token Attributes

@ Provisioning

NAME VALUE NAMESPACE
i Application proxy

firstname i hitp: xmIS0aP.0Ig/Wer 4.
€ Seff-senvice " pere

lastname usersumame hitp://schemasaxmlsoap.orgit.. ..
SECURITY

email usermail http://schemasxmlsoap.orghw.. ...
O Conditional access

region user.department
. Permissions

language_code userpreferredlanguangs
ACTIVITY

Add attribute
D Ssign-ins X )
D sign-in 4. SAML Signing Certificate Learn more
W Auditlogs

Manage the certificate used by Azure AD to sign SAML tokens issued to AMP-Portal
TROUBLESHOOTING + SUPPORT M App Federation Metadata Url - = - /92024746-G6ea-44ec-8da8-acdch... ‘E




8) Download Meta XML and Send to Amplifi Team

All services

amplifi.io

Dashboard

Azure Active Directory

Users

Enterprise applications

All services

Dashboard
Azure Active Directory
Users

Enterprise applications

Overview

Getting started

MANAGE
Properties

M Owners

R Users and groups
2 Single sign-on
Pravisioning

i Application proxy
G Self-service
SECURITY

O Conditional access

. Permissions

AcTvITY
3 Sign-ins
B Auditlogs

TROUBLESHOOTING + SUPPORT

v’ Getting started

MANAGE
Properties

s Owners

8 Users and groups
D Single sign-on
P Provisioning

i Application proxy

©  Self-service

SECURITY

O Conditional acc

«h Permissions

AcTvITY
D Sign-ins
B Auditlogs

TROUBLESHOSTING + SUPPORT

«

o Add user

Hsae X Discad

Add attribute

4. SAML Signing Certificate Learn more

Manage the certificate used by Azure AD to sign SAML tokens issued to AMP-Portal.

App Federation Metadata Url | httpsy/loginmicrasoftonline.com/04024746-O6ez-ddec-Bdab-acdeh.. |

STATUS  EXPIRATION  THUMBPRINT DOWNLOAD

Certificate (Base64)
Active 11/16/2020 A2478B4B2C9D29F37BDCBICF1124DBODD5961161  Certificate (Raw)
Metadata XML

Create new certificate

Show advanced certificate signing settings Learn more

* Notification Email @ | farsheed@customerdomain.com v

5. AMP-Portal Configuration

AMP-Portal must be configured to use Azure AD as a SAML identity provider. Click below to view instructions

do this.

Configure AMP-Portal

The application will appear on the access panel for assigned users. Set visible to users?" to no in properties o prevent this. =

/

Pl
DISPLAY NAME OBJECT TYPE ROLE ASSIGNED
Bon Joseph Lazaga User User
Farsheed Atef User User
Richard Francis Navarro User User




